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Chapter 1

AbstractCertificateHolder

Base class for the support of signing and signature verification in JEXL. It can be extended for support of custom security
providers, types of certificates and formats. This prefix is usually NOT used directly! Instead, other JEXL functions such as
"function.getCertificate()" will return an object of this type, on which all these functions can be invoked.

1.1 addFingerprint()

 Signature:

public void addFingerprint (String key, String value)

Add fingerprint. * parameter: key * parameter: value

1.2 addSignature()

+ Signature:

public String addSignature (String dataToSign, String signaturePrefix, String <+
signatureSuffix)
Creates and adds a signature to the given data string.
+ parameter: dataToSign
The data string to which to add a signature.
« parameter: signaturePrefix
The prefix string which separates the signature from the data. If it is null, none will be added.
+ parameter: signatureSuffix
The optional suffix string. If it is null, none will be added.
* return:

The data string and the added signature.
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1.3 getCertificate()

 Signature:

public Certificate getCertificate()

Certificate getter
* return:

The certificate/

1.4 getFingerPrint()

 Signature:

public String getFingerPrint (String hashType)

Returns a fingerprint string of this certificate.

+ parameter: hashType

The hashing algorithm of the fingerprint, like "MD5" or "SHA1".
* return:

The fingerprint string.

1.5 getlLastFileChange()

 Signature:

public long getLastFileChange ()

Returns the last file change timestmap.
* return:

The last file change timestamp.

1.6 getPassword()

+ Signature:

public char[] getPassword(String alias)

Returns the password configured for the certificate with the given alias.
+ parameter: alias

The alias of the certificate.

* return:

password The password as an array of ‘char’s.
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1.7 getPrivateKey()

+ Signature:

public PrivateKey getPrivateKey ()

Private key getter.
* return:

The private key of this certificate.

1.8 getPublicKey()

 Signature:

public PublicKey getPublicKey ()

Public key getter.
* return:

The public key of this certificate.

1.9 setlLastFileChange()

+ Signature:

public void setLastFileChange (long lastFileChange)

Sets the last file change.
« parameter: lastFileChange

The timestamp of the last file change.

1.10 signData()

+ Signature:

public String signData(String dataToSign)

Signs the given data using the private key.

+ parameter: dataToSign

The data string for which to create a signature.
* return:

the signed data, if it succeed. The unsigned data, otherwise.
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1.11 verifyData()

+ Signature:

public boolean verifyData (String dataToVerify, String entriesSeparator, String
keyValuePairSeparator, String signatureKey)

Verifies the given data and signature. The method expects the data to consist of key-/value pairs. It will parse the string based
on the given entry and key-/value separator characters, extract the signature based on the given signature key ID, and then
verify it for the preceding data.

+ parameter: dataToVerify

The key-/value pair string, e.g. user=xy,age=35,timestamp=183025012011,sig=HA23SD. . ..

« parameter: entriesSeparator

The character which separates the various key-/value pair entries from each other, e.g. ,.

» parameter: keyValuePairSeparator

The character which separates a key from the corresponding value, e.g. =.

» parameter: signatureKey

The name (ID) of the key which contains the signature, e.g. sig.

* return:

true if the signature is valid, false if not.

1.12 verifySignature()

+ Signature:

public boolean verifySignature (String data, String signature)

Verifies the signature using the public key, extracted from the certificate.
+ parameter: data

The signed data that must match the given signature.

 parameter: signature

The signature that must be verified.

* return:

true if the signature was correct; false, otherwise.
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Chapter 2

apidoc_saml_attribute

SAML: Documents the methods of the AttributeWrapper, which is returned, for example, by
sp_assertion.getAssertionAttribute(name). Note that the prefix "apidoc_saml_attribute" cannot be used in JEXL expressions,
it only serves as an ID in documentation.

2.1 getBase64DecodedValue()

+ Signature:

public byte[] getBaseb64DecodedValue () ;

Returns the base64 decoded string value of the first attribute value or null if no values.
* return:
Base64 decoded first attribute value or null if no values.

« since: 4.32.0

2.2 getBase64DecodedValues()

 Signature:

public List<byte[]> getBase64DecodedValues();

Returns the base64 decoded string values.
* return:
List of base64 decoded string values (can be empty, never null).

* since: 4.32.0
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2.3 getFriendlyName()

 Signature:

public String getFriendlyName () ;

Returns the attribute friendly name.

Returns the short name, typically a short string like "uid".
* return:
The attribute friendly name.

« since: 4.32.0

2.4 getName()

 Signature:

public String getName () ;

Returns the attribute name.

Returns the full/long name, typically a url like "urn:0id:0.9.2342.19200300.100.1.1".
* return:
The attribute name.

« since: 4.32.0

2.5 getNameFormat()

 Signature:

public String getNameFormat () ;

Returns the attribute name format.

Returns the full/long attribute name format, a urn like "urn:oasis:names:tc:SAML:2.0:attrname-format:basic".
e return:
The attribute name format.

« since: 4.32.0
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2.6 getOpenSamlAttribute()

 Signature:

public Attribute getOpenSamlAttribute () ;

Returns a reference to the OpenSAML-API object instance which represents the attribute.
* return:
An instance of the class "org.opensaml.saml2.core.Attribute".

« since: 4.32.0

2.7 getShortNameFormat()

+ Signature:

public String getShortNameFormat () ;

Returns the SLS’ short attribute name format, "basic" or "uri" or null for other name formats.

This is the short notation for the name format used in idp JEXL functions and in IdP configuration properties.
* return:
The short attribute name format or null.

« since: 4.32.0

2.8 getShortValueType()

+ Signature:

public String getShortValueType () ;

Returns the SLS’ short value type of the attribute, e.g "string" or "base64" or null if something else.

This is the short notation for the value type used in idp JEXL functions and in IdP configuration properties.
* return:
The short value type (null if not known or no attribute values).

* since: 4.32.0
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2.9 getValue()

 Signature:

public String getValue();

Returns the string value of the first attribute value or null if no values.

If base64 encoded, the encoded value is retured.
¢ return:
First attribute value or null if no values.

« since: 4.32.0

2.10 getValueType()

 Signature:

public String getValueType();

Returns the value type of the attribute, e.g "xs:string" or "xs:base64Binary".

* return:
The value type (null if no attribute values).

« since: 4.32.0

2.11 getValues()

+ Signature:

public List<String> getValues();

Returns the string values.

If base64 encoded, the encoded values are retured.
* return:
List of string values (can be empty, never null).

* since: 4.32.0
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Chapter 3

apidoc_saml_idp_entry

SAML: Documents the methods of the OpenSAML IDPEntry class, which is returned, for example, by
idp_authn_request.getldpListEntry(providerID). Note that the prefix "apidoc_saml_idp_entry" cannot be used in JEXL

expressions, it only serves as an ID in documentation.

3.1 getlLoc()

+ Signature:

public String getLoc();

Gets the Loc value (the URL for authentication at the IdP, optional).
* return:
the Loc value or null if none

« since: 4.32.0

3.2 getName()

 Signature:

public String getName () ;

Gets the Name value (a human readable string that identifies the IdP, optional).

* return:

the Name value or null if none

* since: 4.32.0
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3.3 getProviderlD()

 Signature:

public String getProviderID();

Gets ProviderID URI (the IdP EntitylD, mandatory).
* return:
the ProviderID URI

« since: 4.32.0

3.4 setlLoc()

+ Signature:

public void setLoc (String newLoc);

Sets the Loc value (the URL for authentication at the IdP, optional).
» parameter: newlLoc
the new Loc value

« since: 4.32.0

3.5 setName()

+ Signature:

public void setName (String newName) ;

Sets the Name value (a human readable string that identifies the IdP, optional).

» parameter: newName

the Name value

3.6 setProviderID()

+ Signature:

public void setProviderID (String newProviderID) ;

Sets the ProviderID URI (the IdP EntitylD, mandatory).
+ parameter: newProviderlD
the new ProviderID URI

* since: 4.32.0
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Chapter 4

cache

Provides functions for using global caches (i.e. not per user/session).

4.1 clear()

+ Signature:

public void clear (String cacheName)

Clear all objects from cache.
« parameter: cacheName

Name of the cache.

${cache.clear ('mycache’) }

» since: 4.26.0

4.2 createCache()

+ Signature:

public void createCache (String cacheName, int maxElementsInMemory, long <
timeToLiveSeconds, long timeToIdleSeconds)

Create cache with given name and parameters, unless there is already a cache with the given name. If there is already a
cache with the same name, nothing is done, i.e. parameters of the existing cache are not changed.

+ parameter: cacheName
Name of the cache.

+ parameter: maxElementsinMemory
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Maximal number of objects to store in memory (0 means no limit).

+ parameter: timeToLiveSeconds

Time in seconds after which objects are removed from the cache in any case.
» parameter: timeToldleSeconds

Time in seconds after which objects are removed from the cache if not accessed or modified.

${cache.createCache ('mycache’, 5000, 7200, 3600)}

« since: 4.26.0

4.3 destroyCache()

 Signature:

public void destroyCache (String cacheName)

Destroy cache with given name, has no effect if there is no cache with the given name.
» parameter: cacheName

Name of the cache.

${cache.destroyCache (' mycache’) }

« since: 4.26.0

4.4 get()

 Signature:

public Object get (String cacheName, String key)

Get object from cache.

» parameter: cacheName

Name of the cache.

+ parameter: key

The key that identifies the object in the cache.
* return:

The value from the cache or null if none in the cache

S{function.setVariable (' some.value’, cache.get ('mycache’, ’'mykey’))}

« since: 4.26.0
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4.5 put()

 Signature:

public void put (String cacheName, String key, Object value)

Put object into cache.

» parameter: cacheName

Name of the cache.

+ parameter: key

The key that will identify the object in the cache.
+ parameter: value

The value to store in the cache.

${cache.put (‘mycache’, ’'mykey’, some.value) }

« since: 4.26.0

4.6 remove()

 Signature:

public Object remove (String cacheName, String key)

Remove object from cache.

» parameter: cacheName

Name of the cache.

« parameter: key

The key that identifies the object in the cache.
* return:

The value from the cache or null if none was in the cache

S{cache.remove ('mycache’, ’'mykey’)}

« since: 4.26.0
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Chapter 5

crypto

Contains JEXL/Groovy functions for "crypto." prefix

5.1 base32decode()

 Signature:

public String base32decode (String input)

Decodes a base32 string using UTF-8 byte to character encoding.

« parameter: input A Base32 string to decode.

* return:
A decoded string representation.

« since: 5.4.0.0

5.2 base32decode()

+ Signature:

public String base32decode (String input,

String charEncoding)

Decodes a base32 string using the given byte to character encoding.

» parameter: input A Base32 string to decode.

» parameter: charEncoding Character to byte encoding, e.g. "UTF-8" or " ISO-8859-1".

* return:
A decoded string representation.

« since: 5.14.0.0
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5.3 base32decodeToBytes()

+ Signature:

public byte[] base32decodeToBytes (String input)

Decodes a base32 string to a byte array.

» parameter: input A Base32 string to decode.

* return:
A decoded string representation.

« since: 5.14.0.0

5.4 base32encode()

+ Signature:

public String base32encode (String input)

Encodes a string to base32 using UTF-8 character to byte encoding.

« parameter: input A string to encode.

* return:
The encoded String.

« since: 5.4.0.0

5.5 base32encode()

+ Signature:

public String base32encode (String input, String charEncoding)

Encodes a string to base32 using given character to byte encoding.

+ parameter: input A string to encode.
« parameter: charEncoding Character to byte encoding, e.g. "UTF-8" or " ISO-8859-1".

* return:
The encoded String.

« since: 5.14.0.0
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5.6 base32encode()

 Signature:

public String base32encode (byte[] input)

Encodes a byte array to base32.

« parameter: input A byte array to encode.

* return:
The encoded String.

« since: 5.4.0.0

5.7 base32toHex()

 Signature:

public String base32toHex (String base32)

Converts the given base32 data to a hex string.
* parameter: base32

The base32 string to convert.

* return:

The resulting hex string.

* since: 5.4.0.0

5.8 base64UriDecode()

+ Signature:

public String base64UrlDecode (String input)

Decodes a base64URL string using UTF-8 byte to character encoding.

« parameter: input

A Base64URL string to decode.
* return:

A decoded string representation.

« since: 5.14.0.0
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5.9 base64UriDecode()

+ Signature:

public String base64UrlDecode (String input, String charEncoding)

Decodes a base64URL string using the given byte to character encoding.

+ parameter: input

A Base64URL string to decode. * parameter: charEncoding Character to byte encoding, e.g. "UTF-8" or " ISO-8859-1".
* return:

A decoded string representation.

« since: 5.14.0.0

5.10 base64UrIDecodeToBytes()

+ Signature:

public byte[] base64UrlDecodeToBytes (String input)

Decodes a base64URL string to a byte array.
« parameter: input

A Base64URL string to decode.

* return:

A decoded string representation.

« since: 5.14.0.0

5.11 base64UrlEncode()

+ Signature:

public String base64UrlEncode (String input)

Encodes a string to base64URL using UTF-8 character to byte encoding.
+ parameter: input

A string to encode.

* return:

The encoded String.

« since: 5.14.0.0
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5.12 base64UrlEncode()

+ Signature:

public String base64UrlEncode (String input, String charEncoding)

Encodes a string to base64URL using given character to byte encoding.

+ parameter: input

A string to encode. * parameter: charEncoding Character to byte encoding, e.g. "UTF-8" or " ISO-8859-1".
* return:

The encoded String.

« since: 5.14.0.0

5.13 base64UrlEncode()

+ Signature:

public String base64UrlEncode (byte[] input)

Encodes a byte array to base64.
« parameter: input

A byte array to encode.

* return:

The encoded String.

« since: 5.14.0.0

5.14 base64decode()

+ Signature:

public String base64decode (String input)

Decodes a base64 string using UTF-8 byte to character encoding.
« parameter: input

A Baseb64 string to decode.

* return:

A decoded string representation.

« since: 5.4.0.0
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5.15 base64decode()

+ Signature:

public String base64decode (String input, String charEncoding)

Decodes a base64 string using the given byte to character encoding.

» parameter: input A Base64 string to decode.
+ parameter: charEncoding Character to byte encoding, e.g. "UTF-8" or " ISO-8859-1".

* return:
A decoded string representation.

« since: 5.14.0.0

5.16 base64decodeToBytes()

+ Signature:

public byte[] base64decodeToBytes (String input)

Decodes a base64 string to a byte array.

» parameter: input A Base64 string to decode.

* return:
A decoded string representation.

« since: 5.14.0.0

5.17 base64encode()

 Signature:

public String base64encode (String input)

Encodes a string to base64 using UTF-8 character to byte encoding.
« parameter: input

A string to encode.

* return:

The encoded String.

« since: 5.4.0.0

Copyright © 2026 United Security Providers AG. All rights reserved. 19



UNITED SECURITY PROVIDERS

5.18 base64encode()

+ Signature:

public String base6d4encode (String input, String charEncoding)

Encodes a string to base64 using given character to byte encoding.

+ parameter: input

A string to encode. * parameter: charEncoding Character to byte encoding, e.g. "UTF-8" or " ISO-8859-1".
* return:

The encoded String.

« since: 5.14.0.0

5.19 base64encode()

 Signature:

public String base6d4encode (byte[] input)

Encodes a byte array to base64.
« parameter: input

A byte array to encode.

* return:

The encoded String.

« since: 5.4.0.0

5.20 base64toHex()

 Signature:

public String base64toHex (String base64)
Converts the given base64 data to a hex string. This can be useful with the "md5" or "sha?" functions, which create Base64
data.
» parameter: base64
The base64 string to convert.
* return:
The resulting hex string.

« since: 5.4.0.0
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5.21 createSecureRandomGenerator()

 Signature:

public SecureRandom createSecureRandomGenerator ()

Creates an instance of the Java "SecureRandom" class. This allows to use the methods of that object (such as ".nextInt()"
etc.) to generate pseudo-random values.

Please consult the official Java API documentation for the class "java.security.SecureRandom" to see all available methods.

#{rnd = crypto.createSecureRandomGenerator () }

e return:

The "SecureRandom" instance.

« since: 5.4.0.0

5.22 createSecureRandomGenerator()

+ Signature:

public SecureRandom createSecureRandomGenerator (byte[] seed)

Creates an instance of the Java "SecureRandom" class, initialized with a given seed. This allows to use the methods of that
object (such as ".nextInt()" etc.) to generate pseudo-random values with a sequence of values pre-defined by the seed.

Please consult the official Java API documentation for the class "java.security.SecureRandom" to see all available methods.

#{rnd = crypto.createSecureRandomGenerator (seed) }

+ parameter: seed

An array of bytes used as seed for the randomizer.
* return:

The "SecureRandom" instance.

« since: 5.4.0.0
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5.23 decrypt()

 Signature:

public byte[] decrypt (String alias, byte[] encryptedData)

Decrypts the given encrypted data by performing the decryption operation defined by the configuration properties with the
prefix "crypto.", followed by the given "alias". Any salt in the encrypted data will be removed from the result.

The incoming data is a byte array that is expected to be structured as follows: <pre> [IV bytes (if configured)]<encrypted
data>.

</pre> And the "<encrypted data>" bytes, after being decrypted, are expected to contain the salt bytes at the beginning:
<pre> <salt bytes><payload data>

</pre> This function handles all that and only returns the decrypted payload data.

action.l=#{setVar ('plain’, crypto.decrypt (’alias’, encData)) }

+ parameter: alias

The alias of the configuration properties for this operation.

« parameter: encryptedData

The encrypted data.

* return:

The decrypted plain data, without salt - or null, if the given data was empty or invalid.

« since: 5.4.0.0

5.24 decryptToBytes()

+ Signature:

public byte[] decryptToBytes (String alias, String encryptedDataBase64)

Decrypts the given encrypted Base64 data by first decoding the Base64 data to retrieve the encrypted data, and then
performing the decryption operation defined by the configuration properties with the prefix "crypto.", followed by the given
"alias".

The incoming Base64 data contains a byte array that is expected to be structured as follows: <pre> [IV bytes (if
configured)]<encrypted data>.

</pre> And the "<encrypted data>" bytes, after being decrypted, are expected to contain the salt bytes at the beginning:
<pre> <salt bytes><payload data>

</pre> This function handles all that and only returns the decrypted payload data.

action.l=#{setVar ('plain’, crypto.decryptToBytes (’alias’, base64))}
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« parameter: alias

The alias of the configuration properties for this operation.
« parameter: encryptedDataBase64

The encrypted Base64 data.

* return:

The decrypted plain data (may be empty, but never null), without salt. @throws Exception If the decryption operation failed
(which is usually caused by a configuration problem, or by invalid input data).

« since: 5.4.0.0

5.25 decryptToString()

+ Signature:

public String decryptToString(String alias, String encryptedDataBase64)

Decrypts the given encrypted Base64 data by first decoding the Base64 data to retrieve the encrypted data, and then
performing the decryption operation defined by the configuration properties with the prefix "crypto.", followed by the given
"alias". The string created from the encrypted data assumes that the econding of the encrypted data was UTF-8. If that is not
the case, use the alternative function of the same name that allows to also specify the encoding of the incoming data.

The incoming Base64 data contains a byte array that is expected to be structured as follows: <pre> [IV bytes (if
configured)]<encrypted data>.

</pre> And the "<encrypted data>" bytes, after being decrypted, are expected to contain the salt bytes at the beginning:
<pre> <salt bytes><payload data>

</pre> This function handles all that and only returns the decrypted payload data.

action.l=#{setVar ('text’, crypto.decryptToString(’alias’, base64))}

+ parameter: alias

The alias of the configuration properties for this operation.
» parameter: encryptedDataBase64

The encrypted Base64 data.

* return:

The decrypted plain data as a string (created with UTF-8 encoding), without salt. @throws Exception If the decryption
operation failed (which is usually caused by a configuration problem, or by invalid input data).

« since: 5.4.0.0
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5.26 decryptToString()

+ Signature:

public String decryptToString(String alias, String encryptedDataBase64, String <
encoding)

Decrypts the given encrypted Base64 data by first decoding the Base64 data to retrieve the encrypted data, and then
performing the decryption operation defined by the configuration properties with the prefix "crypto.", followed by the given
"alias". The string created from the encrypted data is created with the specified encoding (so make sure that the incoming
data really matches this encoding).

The incoming Base64 data contains a byte array that is expected to be structured as follows: <pre> [IV bytes (if
configured)]<encrypted data>.

</pre> And the "<encrypted data>" bytes, after being decrypted, are expected to contain the salt bytes at the beginning:
<pre> <salt bytes><payload data>

</pre> This function handles all that and only returns the decrypted payload data.

action.l=#{setVar (’'text’, crypto.decryptToString(’alias’, base64))}

+ parameter: alias

The alias of the configuration properties for this operation.
» parameter: encryptedDataBase64

The encrypted Base64 data.

« parameter: encoding

The encoding of the encrypted string data.

* return:

The decrypted plain data as a string, without salt - or null, if the given data was empty or invalid. @throws
SLSJexIRuntimeException If the selected encoding was not supported by the JVM.

« since: 5.4.0.0

5.27 encrypt()

+ Signature:

public byte[] encrypt(String alias, byte[] plainData)

Executes the encryption operation defined by the configuration properties with the prefix "crypto.", followed by the given
"alias". Returns the encrypted data as a raw byte array.

The resulting data is a byte array that is structured as follows: <pre> [IV bytes (if configured)]<encrypted data>.
</pre> And the "<encrypted data>" bytes contain the salt bytes at the beginning: <pre> <salt bytes><payload data>

</pre> Any function that receives this data and attempts to decrypt it must take this data structure into consideration. The
decryption functions in this APl do all that automatically.
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action.l=#{setVar ('data’, crypto.encrypt(’alias’, plainData))}

+ parameter: alias

The alias of the configuration properties for this operation.
« parameter: plainData

The plain data to encrypt.

* return:

The encrypted data (may be empty, but never null). @throws Exception If the encryption operation failed (which is usually
caused by a configuration problem, or by invalid input data).

« since: 5.4.0.0

5.28 encryptToBase64()

+ Signature:

public String encryptToBase64 (String alias, byte[] plainData)

Executes the encryption operation defined by the configuration properties with the prefix "crypto.", followed by the given
"alias". Returns the encrypted data as a Base64 string.

The resulting Base64 data contains a byte array that is structured as follows: <pre> [IV bytes (if configured)]<encrypted data>.
</pre> And the "<encrypted data>" bytes contain the salt bytes at the beginning: <pre> <salt bytes><payload data>

</pre> Any function that receives this data and attempts to decrypt it must take this data structure into consideration. The
decryption functions in this API do all that automatically.

action.l=#{setVar ('data’, crypto.encryptToBase64 (’alias’, plainData)) }

« parameter: alias

The alias of the configuration properties for this operation.
« parameter: plainData

The plain data to encrypt.

* return:

The encrypted data (may be empty, but never null). @throws Exception If the encryption operation failed (which is usually
caused by a configuration problem, or by invalid input data).

« since: 5.4.0.0
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5.29 encryptToBase64()

 Signature:

public String encryptToBase64 (String alias, String plainData)

Executes the encryption operation defined by the configuration properties with the prefix "crypto.", followed by the given
"alias". Returns the encrypted data as a Base64 string. The string within the Base64 data is UTF-8 encoded.

The resulting Base64 data contains a byte array that is structured as follows: <pre> [IV bytes (if configured)]<encrypted data>.
</pre> And the "<encrypted data>" bytes contain the salt bytes at the beginning: <pre> <salt bytes><payload data>

</pre> Any function that receives this data and attempts to decrypt it must take this data structure into consideration. The
decryption functions in this API do all that automatically.

action.l=#{setVar ('data’, crypto.encryptToBase64 (’alias’, plainData)) }

« parameter: alias

The alias of the configuration properties for this operation.
+ parameter: plainData

The plain data to encrypt.

* return:

The encrypted data (may be empty, but never null). @throws Exception If the encryption operation failed (which is usually
caused by a configuration problem, or by invalid input data).

« since: 5.4.0.0

5.30 encryptToBase64()

+ Signature:

public String encryptToBase64 (String alias, String plainData, String encoding)

Executes the encryption operation defined by the configuration properties with the prefix "crypto.", followed by the given
"alias". Returns the encrypted data as a Base64 string. In addition, it allows to define the encoding of the data. NOTE: The
incoming string in the parameter "plainData" is a Java Unicode string; it will be converted to a string with the given encoding
before being encrypted.

The resulting Base64 data contains a byte array that is structured as follows: <pre> [IV bytes (if configured)]<encrypted data>.
</pre> And the "<encrypted data>" bytes contain the salt bytes at the beginning: <pre> <salt bytes><payload data>

</pre> Any function that receives this data and attempts to decrypt it must take this data structure into consideration. The
decryption functions in this API do all that automatically.

action.l=#{setVar (’'data’, crypto.encryptToBase64 ('alias’, plainData)) }
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« parameter: alias

The alias of the configuration properties for this operation.
+ parameter: plainData

The plain data to encrypt.

« parameter: encoding

The target encoding of the string data in the base64 data.

e return:

UNITED SECURITY PROVIDERS

The encrypted data (may be empty, but never null). @throws Exception If the encryption operation failed (which is usually

caused by a configuration problem, or by invalid input data).

» since: 5.4.0.0

5.31 getSecureRandomBoolean()

+ Signature:

public boolean getSecureRandomBoolean ()

Generates a random boolean value.

#{randomBoolean = crypto.getSecureRandomBoolean () }

e return:

The random boolean value.

« since: 5.4.0.0

5.32 getSecureRandomBytes()

« Signature:

public byte[] getSecureRandomBytes (int numberOfBytes)

Generates a byte array with a number of random bytes in it.

#{randomBytes = crypto.getSecureRandomBytes (20) }

» parameter: numberOfBytes
* return:

« since: 5.4.0.0
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5.33 getSecureRandomDouble()

 Signature:

public double getSecureRandomDouble ()

UNITED SECURITY PROVIDERS

Returns a random double value, generated with the Java "SecureRandom" class.

#{randomDouble = crypto.getSecureRandomDouble () }

e return:

The next random double value between 0.0 and 1.0.

» since: 5.4.0.0

5.34 getSecureRandomFloat()

+ Signature:

public float getSecureRandomFloat ()

Returns a random float value, generated with the Java "SecureRandom" class.

#{randomFloat = crypto.getSecureRandomFloat ()}

e return:

The next random float value between 0.0 and 1.0.

« since: 5.4.0.0

5.35 getSecureRandomint()
+ Signature:

public int getSecureRandomInt ()

Generates a random integer value.

#{randomInt = crypto.getSecureRandomInt () }

* return:

The random integer value.

« since: 5.4.0.0
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5.36 getSecureRandomLong()

 Signature:

public long getSecureRandomLong ()

Generates a random long value.

#{randomLong = crypto.getSecureRandomLong () }

* return:

The random long value.

« since: 5.4.0.0

5.37 getSecureRandomNumber()

 Signature:

public int getSecureRandomNumber (int numberOfDigits)

Generate a random integer number with a certain number of digits.

#{challenge = crypto.getSecureRandomNumber (6) }

» parameter: numberOfDigits

The number of digits.
* return:
The integer value.

« since: 5.4.0.0

5.38 getSecureRandomString()

+ Signature:

UNITED SECURITY PROVIDERS

public String getSecureRandomString (int numberOfCharacters, boolean <+

numbersOnly)

Generates a text string containing random ascii characters and / or numeric digits.

Note

The string will never contain lowercase "L" ("I") or uppercase "o0" ("O") characters, as they are often easily confused with the

number digits for one and zero.
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» parameter: numberOfCharacters

The number of characters (length) for the resulting string.
« parameter: numbersOnly

True if the string should contain number digits only.

* return:

The resulting random string.

« since: 5.4.0.0

5.39 hexDecode()

 Signature:

public String hexDecode (String input)

Decodes a hex string using UTF-8 byte to character encoding.

« parameter: input

A hex string to decode.

* return:

A decoded string representation.

» since: 5.14.0.0

5.40 hexDecode()

+ Signature:

public String hexDecode (String input, String charEncoding)

Decodes a hex string using the given byte to character encoding.

+ parameter: input

UNITED SECURITY PROVIDERS

A hex string to decode. * parameter: charEncoding Character to byte encoding, e.g. "UTF-8" or " ISO-8859-1".

* return:
A decoded string representation.

« since: 5.14.0.0
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5.41 hexDecodeToBytes()

+ Signature:

public byte[] hexDecodeToBytes (String input)

Decodes a hex string to a byte array.
+ parameter: input

A hex string to decode.

* return:

A decoded string representation.

« since: 5.14.0.0

5.42 hexEncode()

+ Signature:

public String hexEncode (String input)

Encodes a string to hex using UTF-8 character to byte encoding.
« parameter: input

A string to encode.

* return:

The encoded String.

« since: 5.14.0.0

5.43 hexEncode()

+ Signature:

public String hexEncode (String input, String charEncoding)

Encodes a string to hex using given character to byte encoding.

« parameter: input

A string to encode. * parameter: charEncoding Character to byte encoding, e.g. "UTF-8" or " ISO-8859-1".

* return:
The encoded String.

« since: 5.14.0.0
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5.44 hexEncode()

+ Signature:

public String hexEncode (byte[] input)

Encodes a byte array to hex.
+ parameter: input

A byte array to encode.

* return:

The encoded String.

« since: 5.14.0.0

5.45 hexToBase32()

+ Signature:

public String hexToBase32 (String hex)

Converts the given hex data to a base32 string.
+ parameter: hex

The hex string to convert.

* return:

The resulting base32 string.

« since: 5.14.0.0

5.46 hexToBase64()

+ Signature:

public String hexToBase64 (String hex)

Converts the given hex data to a base64 string.
« parameter: hex

The hex string to convert.

* return:

The resulting base64 string.

« since: 5.14.0.0
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5.47 hmacSHA256()

 Signature:

public String hmacSHA256 (String key, String data)

Returns a hex-encoded HmacSHA256 encrypted hash for the given key and data.
« parameter: key

key to use

+ parameter: data

data to hash and encrypt

* return:

hex-encoded hmacSHA256

« since: 5.4.0.0

5.48 hmacSHA256bytes()

 Signature:

public byte[] hmacSHA256bytes (String key, String data)

Returns a byte array containing a HmacSHA256 encrypted hash for the given key and data.
+ parameter: key

key to use

+ parameter: data

data to hash and encrypt

* return:

The byte array with the hmacSHA256 data

« since: 5.4.0.0
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5.49 isMobilelDSignatureOK()

 Signature:

public boolean isMobileIDSignatureOK (String signedData, String signature)

Verifies the CMS/PKCS?7 signature in the response received from the MobilelD backend. The truststore used for this
verification must either be configured using the properties "mobileid.truststore.path”, "mobileid.truststore.pwd" and
"mobileid.truststore.type" (defaults to "JKS"), or by setting the Java system properties "javax.net.ssl.trustStore",
"javax.net.ssl.trustStorePassword" and "javax.net.ssl.trustStore Type" (defaults to "JKS").

+ parameter: signedData
The data that the user had to sign.
« parameter: signature

The base64 signature string received in the JSON field MSS_StatusResp.MSS_Signature. @throws Exception If the
signature could not be successfully verified.

« since: 5.14.0.0

5.50 sha256()

+ Signature:
public byte[] sha256 (byte [] input)

This method creates a SHA256 hash from a given byte array.
+ parameter: input

Any string.

* return:

The SHA256 hash bytes.

« since: 5.14.0.0

5.51 sha256()

+ Signature:

public String sha256 (String input)

This method creates a SHA256 hash from a given string (UTF-8 encoded to bytes).
+ parameter: input

Any string.

* return:

The base64 encoded SHA256 hash.

« since: 5.4.0.0
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552 sha256hex()

+ Signature:

public String sha256hex (String input)

This method creates a SHA256 hash from a given string (UTF-8 encoded to bytes).
+ parameter: input

Any string.

* return:

The hex encoded SHA512 hash.

« since: 5.4.0.0

553 sha512()

+ Signature:

public byte[] shabl2(byte [] input)

This method creates a SHA512 hash from a given byte array.
« parameter: input

Any string.

* return:

The SHA512 hash bytes.

« since: 5.14.0.0

5.54 sha512()

+ Signature:

public String shabl2(String input)

This method creates a base64 encoded SHA512 hash from a given string (UTF-8 encoded to bytes).
« parameter: input

Any string.

* return:

The base64 encoded SHA512 hash.

« since: 5.4.0.0
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5.55 sha512hex()

 Signature:

public String shab5l2hex (String input)

This method creates a hex-encoded SHA512 hash from a given string (UTF-8 encoded to bytes).
« parameter: input

Any string.

* return:

The hex encoded SHA512 hash.

« since: 5.4.0.0
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Chapter 6

function

Provides general utility functions.

6.1 addSig()

+ Signature:

public String addSig(String data)

This function adds a signature to the given data string in the correct format to be parsed by the J2EE filter or Tomcat
authenticator. <p> IMPORTANT: If the given value should also contain a timestamp that is going to be validated by a servlet
filter or the SLS Tomcat authenticator, the JEXL function "addSigAndTime" should be used instead. This way, proper
formatting of timestamp and signature can be ensured. <p> NOTE: This function requires two configuration properties: <ol>
<li>ses.ticketapi.keyIndexFile=/..path../list.keyindex</li> <li>ses.ticketapi.keyld=<i>key_alias</i></li> </ol> The first defines
the path of the SES Ticket API key index file, which contains the actual file path of the signing key referenced by the key
<code>key_alias</code>. Please see the "SLS Administration Guide" chapter about "SES Ticket API" and "SSO Integration",
specifically the "regex mode example", for more detailled configuration information.

app.header.userinfo=${function.addSig(’User: ’ + parameter.userid) }
« parameter: data The data to be signed
* return:

A new string with the data and the new created signature

« since: 454

6.2 addSigAndTime()

+ Signature:

public String addSigAndTime (String data)
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This function adds a signature and a timestamp to the given data. <p> NOTE: This function requires two configuration
properties: <ol> <li>ses.ticketapi.keylndexFile=/..path../list.keyindex<li> <li>ses.ticketapi.keyld=<i>key_alias</i></li> </ol>
The first defines the path of the SES Ticket API key index file, which contains the actual file path of the signing key referenced
by the key <code>key_alias</code>. Please see the "SLS Administration Guide" chapter about "SES Ticket API" and "SSO
Integration”, specifically the "regex mode example", for more detailled configuration information.

* parameter: data

The plaintext data for which to create a signature.

* return:

The data with a timestamp and a signature. The timestamp is part of the signed data.

» since: 4.5.4

6.3 addTimestamp()

 Signature:

public String addTimestamp (String data)

This function adds a timestamp to the given data string.
* parameter: data

The plaintext data for which to create a signature.

* return:

the given data with a timestamp appended.

« since: 4.5.4

6.4 addTimestamp()

+ Signature:

public String addTimestamp (String data, String timestampFormat, String <=
timestampPrefix, String timestampSuffix)

This function adds a timestamp to the given data string.

S${function.addTimestamp (mydata, ’;Timestamp=', ’';’)}

« parameter: data

The plaintext data for which to create a signature.
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+ parameter: timestampFormat

The Java text format definition of the timestamp.

+ parameter: timestampPrefix

Defines the prefix (the key) of the timestamp entry to be added. If null, none will be added.
+ parameter: timestampSuffix

Defines the end character for the timestamp entry. If null, none will be added.

* return:

the given data with a timestamp appended.

* since: 4.9.2

6.5 addToArray()

+ Signature:

public Object[] addToArray (Object[] array, Object toAdd)

Adds an object to an array. The return value is a new array containing the additional value as its last entry.

${list = function.addToArray(list, someObject) }

* parameter: array

The array.

+ parameter: toAdd

The object to add to the array.
* return:

The complete array.

« since: 4.3.10
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6.6 addToArray()

 Signature:

public byte[] addToArray (byte[] array, byte toAdd)

Adds an object to an array. The return value is a new array containing the additional value as its last entry.

${list = function.addToArray(list, someObject) }

* parameter: array

The array.

» parameter: toAdd

The object to add to the array.
* return:

The complete array.

* since: 4.24.0

6.7 addToArray()

+ Signature:

public short[] addToArray (short[] array, short toAdd)

Adds an object to an array. The return value is a new array containing the additional value as its last entry.

${list = function.addToArray(list, someObject) }

* parameter: array

The array.

« parameter: toAdd

The object to add to the array.
* return:

The complete array.

« since: 4.24.0
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6.8 addToArray()

 Signature:

public int[] addToArray (int[] array, int toAdd)

Adds an object to an array. The return value is a new array containing the additional value as its last entry.

${list = function.addToArray(list, someObject) }

* parameter: array

The array.

» parameter: toAdd

The object to add to the array.
* return:

The complete array.

* since: 4.24.0

6.9 addToArray()

+ Signature:

public long[] addToArray (long[] array, long toAdd)

Adds an object to an array. The return value is a new array containing the additional value as its last entry.

${list = function.addToArray(list, someObject) }

* parameter: array

The array.

« parameter: toAdd

The object to add to the array.
* return:

The complete array.

« since: 4.24.0
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6.10 addToArray()

 Signature:

public float[] addToArray(float[] array, float toAdd)

Adds an object to an array. The return value is a new array containing the additional value as its last entry.

${list = function.addToArray(list, someObject) }

* parameter: array

The array.

» parameter: toAdd

The object to add to the array.
* return:

The complete array.

* since: 4.24.0

6.11 addToArray()

+ Signature:

public double[] addToArray (double[] array, double toAdd)

Adds an object to an array. The return value is a new array containing the additional value as its last entry.

${list = function.addToArray(list, someObject) }

* parameter: array

The array.

« parameter: toAdd

The object to add to the array.
* return:

The complete array.

« since: 4.24.0
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6.12 addToArray()

 Signature:

public char[] addToArray (char[] array, char toAdd)

Adds an object to an array. The return value is a new array containing the additional value as its last entry.

${list = function.addToArray(list, someObject) }

* parameter: array

The array.

» parameter: toAdd

The object to add to the array.
* return:

The complete array.

* since: 4.24.0

6.13 addToArray()

+ Signature:

public boolean[] addToArray (boolean[] array, boolean toAdd)

Adds an object to an array. The return value is a new array containing the additional value as its last entry.

${list = function.addToArray(list, someObject) }

* parameter: array

The array.

« parameter: toAdd

The object to add to the array.
* return:

The complete array.

« since: 4.24.0
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6.14 arrayContains()

 Signature:

public boolean arrayContains (Object obj, Object value)

Checks if the given object (usually a string) contains a certain value. The reason why this function is called "arrayContains()",
even though it does not take an array as an input parameter, is the following scenario: When, for example, an LDAP attribute
variable with user memberships is created as a single string variable instead of an array, just because the user in question is
only member of one single group, then the JEXL parser will invoke this function instead of the one with the array parameter.
So, in a script or condition, it’s all completely transparent. The check still works as expected.

+ parameter: obj

The object to search. * parameter: value The value to look for.
* return:

True, if the object contains (equals) the value.

« since: 4.30.0

6.15 arrayContains()

+ Signature:

public boolean arrayContains (Object[] array, Object wvalue)

Checks if the given array contains a certain value. An array is a variable with multiple values, where a single value would be
referenced like this: variable[0]

» parameter: array The array to search.
» parameter: value The value to look for.

* return:
True, if the array contains the value.

« since: 4.3.6

6.16 arrayContains()

 Signature:

public boolean arrayContains (byte[] array, byte value)

Checks if the given array contains a certain value. An array is a variable with multiple values, where a single value would be
referenced like this: variable[0]
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« parameter: array The array to search.
» parameter: value The value to look for.

* return:
True, if the array contains the value.

« since: 4.24.0

6.17 arrayContains()

 Signature:

public boolean arrayContains (short[] array, short value)

UNITED SECURITY PROVIDERS

Checks if the given array contains a certain value. An array is a variable with multiple values, where a single value would be

referenced like this: variable[0]

« parameter: array The array to search.
» parameter: value The value to look for.

* return:
True, if the array contains the value.

« since: 4.24.0

6.18 arrayContains()

 Signature:

public boolean arrayContains (int[] array, int value)

Checks if the given array contains a certain value. An array is a variable with multiple values, where a single value would be

referenced like this: variable[0]

« parameter: array The array to search.
« parameter: value The value to look for.

* return:
True, if the array contains the value.

« since: 4.24.0
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6.19 arrayContains()

+ Signature:

public boolean arrayContains(long[] array, long value)
Checks if the given array contains a certain value. An array is a variable with multiple values, where a single value would be
referenced like this: variable[0]

« parameter: array The array to search.
» parameter: value The value to look for.

* return:
True, if the array contains the value.

« since: 4.24.0

6.20 arrayContains()

+ Signature:

public boolean arrayContains (float[] array, float value)
Checks if the given array contains a certain value. An array is a variable with multiple values, where a single value would be
referenced like this: variable[0]

» parameter: array The array to search.
» parameter: value The value to look for.

* return:
True, if the array contains the value.

« since: 4.24.0

6.21 arrayContains()

+ Signature:

public boolean arrayContains (double[] array, double wvalue)
Checks if the given array contains a certain value. An array is a variable with multiple values, where a single value would be
referenced like this: variable[0]

» parameter: array The array to search.
» parameter: value The value to look for.

* return:
True, if the array contains the value.

« since: 4.24.0
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6.22 arrayContains()

+ Signature:

public boolean arrayContains (char([] array, char value)
Checks if the given array contains a certain value. An array is a variable with multiple values, where a single value would be
referenced like this: variable[0]

+ parameter: array The array to search.
» parameter: value The value to look for.

* return:
True, if the array contains the value.

« since: 4.24.0

6.23 arrayContains()

+ Signature:

public boolean arrayContains (boolean[] array, boolean value)

Checks if the given array contains a certain value. An array is a variable with multiple values, where a single value would be
referenced like this: variable[0]

» parameter: array The array to search.
» parameter: value The value to look for.

* return:
True, if the array contains the value.

* since: 4.24.0

6.24 arrayMatches()

+ Signature:

public boolean arrayMatches (String holder, String regex)

Checks if the given object (usually a string) contains a certain value which matches the given regular expression. The reason
why this function is called "arrayContains()", even though it does not take an array as an input parameter, is the following
scenario: When, for example, an LDAP attribute variable with user memberships is created as a single string variable instead
of an array, just because the user in question is only member of one single group, then the JEXL parser will invoke this
function instead of the one with the array parameter. So, in a script or condition, it's all completely transparent. The check still
works as expected.
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» parameter: holder

The value to search.

 parameter: regex

The regular expression with which to match the values.

* return:

True, if there was a value in the holder which matched the expression.

« since: 4.30.0

6.25 arrayMatches()

+ Signature:

public boolean arrayMatches (String[] array, String regex)

Checks if the given array contains a certain value. An array is a variable with multiple values, where a single value would be
referenced like this: variable[0]

* parameter: array

The array of values to search.

+ parameter: regex

The regular expression with which to match the values.

* return:

True, if there was a value in the array which matched the expression.

« since: 4.30.0

6.26 base32decode()

+ Signature:

public String base32decode (String input)

Decodes a base32 string.

» parameter: input A Base32 string to decode.

* return:
A decoded string representation. @deprecated Use "crypto.base32decode(String)" instead

« since: 4.39.0
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6.27 base32encode()

 Signature:

public String base32encode (String input)

Encodes a string to base32.

« parameter: input A string to encode.

* return:
The encoded String. @deprecated Use "crypto.base32encode(String)" instead

* since: 4.39.0

6.28 base32encode()

+ Signature:

public String base32encode (byte[] input)

Encodes a byte array to base32.

» parameter: input A byte array to encode.

* return:
The encoded String. @deprecated Use "crypto.base32encode(byte[])" instead

« since: 4.39.0

6.29 base32toHex()

+ Signature:

public String base32toHex (String base32)

Converts the given base32 data to a hex string.
» parameter: base32
The base32 string to convert.

* return:

The resulting hex string. @deprecated Use "crypto.base32toHex(String)" instead

« since: 4.39.0
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6.30 base64decode()

 Signature:

public String base64decode (String input)

Decodes a base64 string.

« parameter: input A Base64 string to decode.

e return:

UNITED SECURITY PROVIDERS

A decoded string representation. @deprecated Use "crypto.base64decode(String)" instead

« since: 4.0.12

6.31 base64encode()

 Signature:

public String base64encode (String input)

Encodes a string to base64.

« parameter: input A string to encode.

* return:
The encoded String. @deprecated Use "crypto.base64encode(String)" instead

* since: 4.0.12

6.32 base64encode()

« Signature:

public String base64encode (byte[] input)

Encodes a byte array to base64.

» parameter: input A byte array to encode.

* return:
The encoded String. @deprecated Use "crypto.base64encode(byte[])" instead

» since: 4.0.12
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6.33 base64toHex()

 Signature:

public String base64toHex (String base64)
Converts the given base64 data to a hex string. This can be useful with the "md5" or "sha?" functions, which create Base64
data.
* parameter: base64
The base64 string to convert.
* return:
The resulting hex string. @deprecated Use "crypto.base64toHex(String)" instead

* since: 4.11.1

6.34 bytesToString()

+ Signature:

public String bytesToString (byte[] bytes)

Convert byte array to string using UTF-8 encoding.
+ parameter: bytes

Byte array

* return:

String

« since: 5.14.0.0

6.35 bytesToString()

+ Signature:

public String bytesToString(byte[] bytes, String charEncoding)

Convert byte array to string using given encoding.

+ parameter: bytes

Byte array

+ parameter: charEncoding

Byte to character encoding, e.g. "UTF-8" or " ISO-8859-1".
* return:

String

« since: 5.14.0.0
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6.36 clearAllAdapterAttributes()

+ Signature:

public void clearAllAdapterAttributes (String adapterType)
Clears all attributes collected by an adapter. Since any attribute created by an adapter in any previous back-end call during
the same SLS session, this function allows to start from scratch by clearing out all current attributes.
» parameter: adapterType
The adapter type, such as "radius" or "ldap" etc.

« since: 4.7.3

6.37 clearErrors()

+ Signature:

public void clearErrors ()

Clears the current error message, so that it won'’t be displayed in a JSP. NOTE: After invoking this function, the information
about the error is lost, so other functions like "getSIsClientErrorMessageKey()" won’t work after this function has been
invoked.

* since: 5.1.0.0

6.38 clearVariable()

+ Signature:

public void clearVariable (String name)

Removes a JEXL variable, if it exists. <p></p> Groovy shortcut: <code>clearVar(name)</code>.
« parameter: name
The name of the variable.

« since: 4.1.0

6.39 clearVariables()

+ Signature:

public void clearVariables (String prefix)
Removes all JEXL variables with a certain name prefix, if they exist. If the prefix matches no names (or is empty), no
variables will be deleted. <p></p> Groovy shortcut: <code>clearVars(prefix)</code>.
+ parameter: prefix
The prefix to match for the variable names.

« since: 5.4.0.0
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6.40 contains()

+ Signature:

public boolean contains (Object obj, Object value)

Checks if the given objects contains a certain value. If the object is an array of objects, all entries of the array checked if they
equal the value. If the object is not an array it is compared for equality. Arrays of primitive types are not supported by this
function.

...state.50.action.l.if=${function.contains (somelList, ’certain value’)}

« parameter: obj The object to search in.
» parameter: value The value to look for.

e return:

{@code true} if the object contains the value, {@code false} if the value could not be found or an array of primitive types was
used.

« since: 4.7.0

6.41 createClassinstance()

+ Signature:

public void createClassInstance (String prefix, String className)

Writes a custom log message, specified by the custom log message properties with the prefix "log.message." (see "SLS
Administration Guide" for details). <p> The message text may contain variables as supported by the Java message those
variables in the order of their numbers (first entry in the parameter

+ parameter: messageld

The ID of the custom log message.
 parameter: params

The parameters for the message text.

« since: 4.27.0.3

6.42 createCounter()

+ Signature:

public void createCounter (String name)

Creates a new counter object as a variable with the given name in the current session.
* parameter: name
The name for the counter variable.

« since: 4.1.19
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6.43 createEncryptedTicket()

 Signature:

public String createEncryptedTicket (String ticketName, String username) throws <
TicketException

Creates an encrypted SES Ticket. The ticket will be encrypted with the key defined by the "encryptionKey"-Property in the
SES ticket definition. Example:

<code>ses.ticket.user.realm=acme</code> <code>ses.ticket.user.lifetime=300</code>
<code>ses.ticket.user.keylndexFile=/opt/usp/sls/keys/list.keyindex</code> <code>ses.ticket.user.private.key=key 1</code>
<code>ses.ticket.user.public.key=key 2</code> <code>ses.ticket.user.encryption.key=key_3</code>

« parameter: ticketName The configuration name of the ticket.
+ parameter: username The login username.

* return:
A string representation of the SES Ticket. @throws TicketException

« since: 4.3.9

6.44 createNevisToken()

+ Signature:

public String createNevisToken ()

Creates an SSO token for the Nevis authentication service. The token is an XML string that can then be used as the content
of a cookie or header etc. <p> NOTE 1: This function requires four configuration properties to be set in "sls.properties": <ul>
<li>certificate.file.nevisSigner - Path of the certificate file.</li> <li>certificate.key.file.nevisSigner - Path of the private key
file.</li> <li>certificate.key.password.nevisSigner - The private key password.</li> </ul> Both file paths can be specified as
absolute paths, or relative to the SLS "WEB-INF" directory. <p> NOTE 2: The actual contents of the security token have to be
defined in the XML include file "NevisAuthTokenAttributes.xml" in the subdirectory "WEB-INF/templates" of the SLS web
application.

* return:
The Nevis token XML string.

« since: 4.8.0

6.45 createObjectinstance()

 Signature:

public void createObjectInstance (String prefix, String className)
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Writes a custom log message, specified by the custom log message properties with the prefix "log.message." (see "SLS
Administration Guide" for details). <p> The message text may contain variables as supported by the Java message those
variables in the order of their numbers (first entry in the parameter

« parameter: messageld

The ID of the custom log message.
 parameter: params

The parameters for the message text.

» since: 4.27.0.3

6.46 createTicket()

+ Signature:

public String createTicket (String ticketName, String username) throws <+
TicketException

Creates a SES Ticket.

« parameter: ticketName The configuration name of the ticket.
« parameter: username The login username.

* return:
A string representation of the SES Ticket. @throws TicketException

« since: 4.0.12

6.47 currentDate()

+ Signature:

public Date currentDate ()

Returns the current time as a <code>java.util. Date</code> object.
S{function.currentDate () .after (otherDate) }
* return:

The current time as a Date object.

« since: 4.9.2

« since: use 1.0.5
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6.48 currentSeconds()

 Signature:

public long currentSeconds ()

Returns the current time as number of seconds since midnight, January 1, 1970 UTC. The result is a numerical value (not a
text string), so it can be used for calculation purposes.

« return:
The number of seconds.

« since: 4.7.8

6.49 dataProtectorDecrypt()

+ Signature:

public String dataProtectorDecrypt (String encrypted, String encoding)

Uses the DataProtector/Seal to decrypt a given encrypted text. Note that the result of the decryption depends on the key in
the DataProtector/Seal keystore file, as configured in the "sls.properties" configuration file (see property
"dataprotector.keystore").

${plain = function.dataProtectorDecrypt (encryptedData, ’'UTF-8') }
« parameter: encrypted

The encrypted text.

« parameter: encoding

The encoding of the original string (defaults to "UTF-8", if the parameter is null).

* return:

A string with the decrypted plain text.

« since: 4.3.10

6.50 dataProtectorEncrypt()

 Signature:

public String dataProtectorEncrypt (String plain, String encoding)
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Uses the DataProtector/Seal to encrypt a given plain text. Note that the result of the encryption depends on the key in the
DataProtector/Seal keystore file, as configured in the "sls.properties" configuration file (see property "dataprotector.keystore").

S{encrypted = function.dataProtectorEncrypt (' some text’, ’'UTF-8')}

+ parameter: plain

The plain text to encrypt.

+ parameter: encoding

The encoding of the string (defaults to "UTF-8", if the parameter is null).
* return:

A base64 string with the encrypted text.

« since: 4.3.10

6.51 date()

 Signature:

public String date(String format)

This method returns the current date/time formatted in the given pattern.

» parameter: format The pattern to format the current date/time. For example: "yyMMddHHmmss"

* return:
A string with the current date/time, e.g. "150328140123". @see java.text.SimpleDateFormat

« since: 4.0.12

6.52 dateRfc822()

 Signature:

public String dateRfc822 ()

This method returns the current date/time formatted in RFC 822 format, as needed e.g. for HTTP date headers, e.g. "Wed,
02 Oct 2002 15:00:00 +0200".

* return:
A string with the current date/time. @see java.text.SimpleDateFormat

« since: 4.0.12
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6.53 deleteOpticalTokenlmage()

 Signature:

public void deleteOpticalTokenImage ()

Deletes the local token image file, created by the JEXL function "storeOpticalTokenlmage()". Invoke this function before
completing the login procedure, e.g. in a JEXL action during a "do.generic" state just before the "do.success" state.

 since: 4.34.0.1

6.54 enableSesTracelLog()

+ Signature:

public void enableSesTraceLog ()

It sets a header to indicate to the SES that the trace log has to be dynamically activated, for the defined users for that trigger.

« since: 4.8.0

6.55 evalExpr()

+ Signature:

public String evalExpr (String expr, String doEncode)

Evaluates a given string, and any JEXL expression to be found in it. This function can be useful if values are to be used in the
config that may contain variables, but are coming from a source that is not evaluated automatically. A typical example is an
adapter response attribute value;

* parameter: expr

The expression to evaluate.

» parameter: doEncode

Must be true, if the result should be URL encoded, or false if not.
* return:

The evaluated expression string.

» since: 4.3.2
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6.56 failWithAuthenticationError()

 Signature:

public void failWithAuthenticationError (String messagelId)

Creates an authentication error. As a result, the model will switch to the appropriate failed state, and an error message will be
displayed in the current page. The resulting message depends on the configured mapping of the given message ID in the
"sls-errormap.properties” file. <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

${function.failWithAuthenticationError (' INVALID NEW_PWD_SAME_AS_OLD’) }
+ parameter: messageld

The message ID of the error (see "sls-log-messages.pdf" for a complete list of error IDs).

« since: 5.10.0.0

6.57 failWithAuthenticationError()

 Signature:

public void failWithAuthenticationError (String messageld, String argl)

Creates an authentication error. As a result, the model will switch to the appropriate failed state, and an error message will be
displayed in the current page. The resulting message depends on the configured mapping of the given message ID in the
"sls-errormap.properties” file. <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

S${function.failWithAuthenticationError (' ERR_INTERNAL_STATE’,’Fail!’)}
+ parameter: messageld

The message ID of the error (see "sls-log-messages.pdf" for a complete list of error IDs).

* parameter: arg1

« since: 4.1.28
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6.58 failWithAuthenticationError()

+ Signature:

public void failWithAuthenticationError (String messageld, String argl, String <«
argz)

Creates an authentication error. As a result, the model will switch to the appropriate failed state, and an error message will be
displayed in the current page. The resulting message depends on the configured mapping of the given message ID in the
"sls-errormap.properties” file. <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

+ parameter: messageld

The message ID of the error (see "sls-log-messages.pdf" for a complete list of error IDs).
* parameter: arg1i

« parameter: arg2

* since: 4.1.28

6.59 failWithAuthenticationError()

+ Signature:

public void failWithAuthenticationError (String messageld, String argl, String <
arg2, String arg3)

Creates an authentication error. As a result, the model will switch to the appropriate failed state, and an error message will be
displayed in the current page. The resulting message depends on the configured mapping of the given message ID in the
"sls-errormap.properties” file. <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

+ parameter: messageld
The message ID of the error (see "sls-log-messages.pdf" for a complete list of error IDs).

* parameter: arg1
* parameter: arg2
+ parameter: arg3

« since: 4.1.28
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6.60 failWithAuthenticationError()

+ Signature:

public void failWithAuthenticationError (String messagelId, String argl, String <
arg2, String arg3, String arg4)

Creates an authentication error. As a result, the model will switch to the appropriate failed state, and an error message will be
displayed in the current page. The resulting message depends on the configured mapping of the given message ID in the
"sls-errormap.properties” file.

+ parameter: messageld

The message ID of the error (see "sls-log-messages.pdf" for a complete list of error IDs).

» parameter: arg1

* parameter: arg2

* parameter: arg3

« parameter: arg4

« since: 4.1.28

6.61 failWithAuthenticationError()

+ Signature:

public void failWithAuthenticationError (String messagelId, String argl, String <
arg2, String arg3, String arg4, String argb)

Creates an authentication error. As a result, the model will switch to the appropriate failed state, and an error message will be
displayed in the current page. The resulting message depends on the configured mapping of the given message ID in the
"sls-errormap.properties” file. <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

+ parameter: messageld

The message ID of the error (see "sls-log-messages.pdf" for a complete list of error IDs).

« parameter: arg1i

« parameter: arg2

« parameter: arg3

* parameter: arg4

« parameter: arg5

« since: 4.1.28
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6.62 failWithAuthenticationError()

+ Signature:

public void failWithAuthenticationError (String messageld, String argl, String <
arg2, String arg3, String arg4, String argb5, String argb6)

Creates an authentication error. As a result, the model will switch to the appropriate failed state, and an error message will be
displayed in the current page. The resulting message depends on the configured mapping of the given message ID in the
"sls-errormap.properties” file. <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

+ parameter: messageld

The message ID of the error (see "sls-log-messages.pdf" for a complete list of error IDs).
* parameter: arg1

« parameter: arg2

« parameter: arg3

+ parameter: arg4

« parameter: arg5

« parameter: arg6

« since: 4.1.28

6.63 failWithAuthenticationError()

 Signature:

public void failWithAuthenticationError (String messagelId, String argl, String <
arg2, String arg3, String arg4, String argb5, String arg6, String arg?)

Creates an authentication error. As a result, the model will switch to the appropriate failed state, and an error message will be
displayed in the current page. The resulting message depends on the configured mapping of the given message ID in the
"sls-errormap.properties” file. <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

+ parameter: messageld

The message ID of the error (see "sls-log-messages.pdf" for a complete list of error IDs).
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« parameter: arg1i
+ parameter: arg2
* parameter: arg3
» parameter: arg4
« parameter: arg5
« parameter: arg6
* parameter: arg7

« since: 4.1.28

6.64 failWithCustomError()

 Signature:

public void failWithCustomError (String messageld, String reasonToLog)

Creates an authentication error with the internal SLS error ID <code>CUSTOM_JEXL_ERROR</code>. The first parameter
allows to define the text that will be displayed to the user (instead of using the error-mapping mechanism through the
"sls-errormap.properties” file). It must be a valid key of a text in the message resource file(s). <p> NOTE: The message text
in the resource file should always begin the internal error ID (<code>CUSTOM_JEXL_ERROR</code>) will not be displayed
on the JSP if <code>error.details</code> has been set to <code>true</code> in the configuration. Example: <p> <pre>
</pre> <p> The second parameter is only written to the SLS log file as the error reason. <p> NOTE: When this function is
used in the "action" of a JSP state like "get.cred", it will (a) be executed only AFTER the JSP has been displayed, and once
the model advances to the next state, and (b) will result in a 500 error response from the SLS, because the internal error
handling is different for the JSP states than for other non-JSP states like "do.auth".

S{function.failWithCustomError (' custom.error.text’, ’'Invalid user!’)}
» parameter: messageld

Key of a text entry in the message resource file(s) to display to the user.

« parameter: reasonTolLog

Information about what caused the error (used only for the log record).

« since: 4.5.0
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6.65 failWithCustomError()

 Signature:

public void failWithCustomError (String messageld, String reasonTolLog, String <
messageArgl)

Same function as "failWithCustomError(String, String)", but allows to define additional variable values for the text message.
Example: <p> <pre> </pre> <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

S{function.failWithCustomError (' custom.error.text’, ’Invalid user!’, ’fox’)}

+ parameter: messageld

Key of a text entry in the message resource file(s) to display to the user.
+ parameter: reasonTolLog

Information about what caused the error (used only for the log record).
+ parameter: messageArg1

in the message displayed to the user.

« since: 4.30.0

6.66 failWithCustomError()

+ Signature:

public void failWithCustomError (String messageld, String reasonTolog, String <>
messageArgl,
String messageArg2)

Same function as "failWithCustomError(String, String)", but allows to define additional variable values for the text message.
Example: <p> <pre> </pre> <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

S{function.failWithCustomError ('err.txt’,’ Fail!’,’A’,’'B’)}

+ parameter: messageld

Key of a text entry in the message resource file(s) to display to the user.
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« parameter: reasonTolLog

Information about what caused the error (used only for the log record).
+ parameter: messageArg1

in the message displayed to the user.

 parameter: messageArg2

in the message displayed to the user.

» since: 4.30.0

6.67 failWithCustomError()

+ Signature:

public void failWithCustomError (String messageld, String reasonTolog, String <>
messageArgl,
String messageArg2, String messageArg3)

Same function as "failWithCustomError(String, String)", but allows to define additional variable values for the text message.
Example: <p> <pre> </pre> <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

${function.failWithCustomError ('err.txt’,’'Fail!’,’A’,’'B’,’'C")}

+ parameter: messageld

Key of a text entry in the message resource file(s) to display to the user.
+ parameter: reasonTolLog

Information about what caused the error (used only for the log record).
 parameter: messageArg1

in the message displayed to the user.

+ parameter: messageArg2

in the message displayed to the user.

 parameter: messageArg3

in the message displayed to the user.

« since: 4.30.0
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6.68 failWithCustomError()

+ Signature:

public void failWithCustomError (String messageld, String reasonTolog, String <>
messageArgl,
String messageArg2, String messageArg3, String messageArg4)

Same function as "failWithCustomError(String, String)", but allows to define additional variable values for the text message.
Example: <p> <pre> </pre> <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

${function.failWithCustomError ('err.txt’,’Fail!’,’A’,’'B’,’'C","'D")}

« parameter: messageld

Key of a text entry in the message resource file(s) to display to the user.
+ parameter: reasonTolLog

Information about what caused the error (used only for the log record).
+ parameter: messageArg1

in the message displayed to the user.

+ parameter: messageArg2

in the message displayed to the user.

« parameter: messageArg3

in the message displayed to the user.

+ parameter: messageArg4

in the message displayed to the user.

« since: 4.30.0

6.69 failWithCustomError()

 Signature:

public void failWithCustomError (String messageld, String reasonTolog, String <>
messageArgl,

String messageArg2, String messageArg3, String messageArg4, String messageArg5 <
)
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Same function as "failWithCustomError(String, String)", but allows to define additional variable values for the text message.
Example: <p> <pre> </pre> <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

${function.failWithCustomError ('err.txt’,’Fail!’,’A’,’'B’,’'C’,’'D’','E")}

+ parameter: messageld

Key of a text entry in the message resource file(s) to display to the user.
+ parameter: reasonTolLog

Information about what caused the error (used only for the log record).
+ parameter: messageArg1

in the message displayed to the user.

+ parameter: messageArg2

in the message displayed to the user.

» parameter: messageArg3

in the message displayed to the user.

« parameter: messageArg4

in the message displayed to the user.

+ parameter: messageArg5

in the message displayed to the user.

« since: 4.30.0

6.70 failWithCustomError()

+ Signature:

public void failWithCustomError (String messageld, String reasonTolog, String <>
messageArgl,

String messageArg2, String messageArg3, String messageArgd4, String messageArgb <
14

String messageArgb)
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Same function as "failWithCustomError(String, String)", but allows to define additional variable values for the text message.
Example: <p> <pre> </pre> <p> NOTE: When this function is used in the "action" of a JSP state like "get.cred", it will (a) be
executed only AFTER the JSP has been displayed, and once the model advances to the next state, and (b) will result in a 500
error response from the SLS, because the internal error handling is different for the JSP states than for other non-JSP states
like "do.auth".

${function.failWithCustomError ('err.txt’,’Fail!’,’A’,’'B’,’'C’,'D','E’',"F")}
« parameter: messageld

Key of a text entry in the message resource file(s) to display to the user.
» parameter: reasonTolLog

Information about what caused the error (used only for the log record).
 parameter: messageArg1

in the message displayed to the user.

+ parameter: messageArg2

in the message displayed to the user.

 parameter: messageArg3

in the message displayed to the user.

+ parameter: messageArg4

in the message displayed to the user.

 parameter: messageArg5

in the message displayed to the user.

+ parameter: messageArg6

in the message displayed to the user.

« since: 4.30.0

6.71 formatCurrentDate()

+ Signature:

public String formatCurrentDate (String format)

Creates a formatted string for the current date, so this is essentially a timestamp function.
+ parameter: format

The string that describes the format of the resulting string.

* return:

The date string or an empty string, if there was a formatting problem.

« since: 4.1.29
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6.72 formatCurrentDate()

+ Signature:

public String formatCurrentDate ()

Creates a formatted string for the current date, so this is essentially a timestamp function.
* return:
The date string or an empty string, if there was a formatting problem.

« since: 4.1.0

6.73 formatDate()

+ Signature:

public String formatDate (Date date, String format)

Creates a formatted string for a given Date object.

* parameter: date

The date object to create a string for.

» parameter: format

The string that describes the format of the resulting string.

* return:

The date string or an empty string, if there was a formatting problem.

« since: 4.1.29

6.74 formatDate()

+ Signature:

public String formatDate (Date date)

Creates a formatted string for a given Date object.

« parameter: date

The date object to create a string for.

* return:

The date string or an empty string, if there was a formatting problem.

« since: 4.1.0
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6.75 generateChallenge()

 Signature:

public String generateChallenge ()

Generates a cryptographically strong random challenge (based on java.security.SecureRandom) of 10 characters length,
where each character comes from a set of characters that contains all upper and lower case letters and all numbers, except
"11100", i.e. without the number one, the upper case letter "i", the lower case letter "L", the number zero, and the upper case
letter "o".

* return:
The generated challenge.

« since: 5.8.0.0

6.76 generateChallenge()

+ Signature:

public String generateChallenge (int len)

Generates a cryptographically strong random challenge (based on java.security.SecureRandom) of given length, where each
character comes from a set of characters that contains all upper and lower case letters and all numbers, except "11100", i.e.
without the number one, the upper case letter "i", the lower case letter "L", the number zero, and the upper case letter "o".

* parameter: len

The desired length of the challenge.
* return:

The generated challenge.

« since: 5.8.0.0

6.77 generateChallenge()

 Signature:

public String generat